CURRY COUNTY

JOB DESCRIPTION

JOB TITLE: Director of Information Technology & Enterprise Network Security

_____________________________________________________________________

EXEMPT:

Yes

SALARY LEVEL:
C-12

DOT CODE:

SUPERVISOR:
Board of Commissioners

PREPARED BY:
Payroll/Personnel

_____________________________________________________________________ 

POSITION SUMMARY:

This position is responsible for two functional areas: the Director of Information Technology and Enterprise Network Security.

ESSENTIAL DUTIES AND RESPONSIBILITIES:

May include, but are not limited to the following:

1.
Development of a cooperative intergovernmental agency delivering 
Information Technology services to multiple jurisdictions, including cities,
schools, utilities, ports, etc.

2.
Within the framework of the policies and philosophy of the Board of Commissioners, technical solutions and implementation strategies are recommended.

3.
Negotiates on behalf of the Curry County Board of Commissioners with regional, state and federal agencies and other suppliers of data, hardware, software and computing services for use by the Curry County Information Services Network customers.

4.
Manages the Information Technology Department in accomplishing its mission, goals and objectives.  Shares operational responsibilities with the Deputy Director.

5.
Manages, directs, coordinates, and performs the activities of application support for Curry County.

6.
Directs, coordinates and provides application work of other project members and consultants for users, agencies, and departments.

7.
Within the framework of the policies and philosophy of the Board of Commissioners, provides cost effective, high quality computing solutions that contribute to the success of the organization.
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ESSENTIAL DUTIES AND RESPONSIBILITIES:  (cont.)

8.
Meets customer expectations by demonstrating functional leadership and by providing a variety of easy-to-use information services.

9.
Organizes, plans and manages the Information Technology organization to accomplish its goals and objectives.

10.
Manages the development and implementation of a service delivery plan for the Information Technology Department.

11.
Fosters a partnership relationship with customers and clients to understand and meet their changing business needs better.

12.
Aligns, adapts and supports a wide variety of information services to meet customer expectations.

13.
Provides customers with the ability to manage their data and processes.

14.
Ensures that employees understand their job and responsibilities and the role they play in the department’s delivery of service.

15. 
Ensures that employees have pride and satisfaction in their work.

16.
Ensures the timely delivery of quality, cost effective services.

17.
Ensures that information assets are safe, easily accessible, and have integrity.

18.
Provides a simple, consistent customer interface to computer services and systems.

19.
Ensures that the Information Technology department is recognized 
throughout the organization as a vital and constructive contributor to the 
organization’s success.

20.
Coordinates activities with regional, state and federal agencies.

21. Manages, directs, organizes and may delegate agency support activities, including the development, acquisition, implementation and operation of new and revised computer systems and application software.
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ESSENTIAL DUTIES AND RESPONSIBILITIES: (cont.)

22.
Performs analyses and makes recommendations regarding feasibility studies, cost/benefit estimates, conceptual design, schedules of implementation, network, hardware and software requirements, internal procedures and standards for application systems and servers.

23.
Develops goals and objectives; directs the development and 
implementation of policies and procedures.

24.
Recommends the appointment of personnel; provides or coordinates staff training; works with employees to improve knowledge and skills.

25.
Develops and implements the departmental budget; works with the Deputy Director to forecast the need for additional funds for staffing, 
equipment, materials, and supplies; administers the approved budget.

26.
Participates in departmental disaster recovery planning.

27.
Coordinates activities with Curry County users, contractors, and vendors.

28.
Other duties as assigned.

SUPERVISORY RESPONSIBILITIES:

This position shares responsibility with the Deputy Director for supervising the department’s personnel.

QUALIFICATION REQUIREMENTS:

Knowledge of-


Principles and practices of supervision, training, personnel management, and 
planning (strategic and tactical).


Principles and practices of Organizational Development and Group dynamics.


Principles and practices of local government budget preparation and 
administration.


Information systems technology and application.
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Knowledge of- (cont.)

Design, implementation and effectiveness review of all security details for all 
network-connected systems. Must ensure security regulations of Federal and 
State Partners and local policies are complied with.


Management of Information Technology organizations, their resources, 
technology and client relationships.



Computer hardware and software characteristics, performance, evaluation, and 
vendors.


Strong skills in command-line level familiarity with all forms of network 
infrastructure devices as made by Cisco, Hewlett Packard, Juniper.


Strong skills with Linux derivatives such as Red Hat, Slackware, Fedora, and 
Unix-like operating systems such as OpenBSD, FreeBSD and others. 


Strong understanding of all forms of network cabling, both copper and optical. 
Must have complete understanding of all network routing protocols such as 
EIGRP, OSPF, RIP-2 and traffic management through Quality of Service, 
VLANS, VPN's and related technologies and devices including IKE, encryption. 



Report writing methods and techniques.

Ability to-


Participate as an equal member of the Curry County Management Team.


Ensure that the Information Technology organization operates under the rules of 
the Curry County Management Team.

Ensure all systems closely follow current industry-standard practices as they 
apply to procedures used to install, configure, maintain all systems.
Plan, direct, monitor, evaluate and redirect the focus and energies of an 

Information Technology organization.

Accept the goals, objectives and direction of the Board of Commissioners as the 
framework within which to manage the Information Technology Department and 
its delivery of services.
Work under the direction of the Board of Commissioners.
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Ability to- (cont.)
Establish and maintain effective, cooperative working relationships with customers, clients, IT subcontractors and the citizens of Curry County.

Communicate clearly and concisely, both orally and in writing.


Analyze problems, identify root causes, identify alternative solutions and their 
consequences, develop action plans and implementation strategies.


Accept the public’s well being and service to the public and the work of each 
client/customer as more important than technology.


Organize, administer, and perform application support activities.


Supervise, train, and evaluate personnel.

Skill in -


Managing an Information Technology program, its performance (availability, 
reliability and responsiveness) and its resources (people, data, software, 

hardware, and suppliers).


Preparing system designs to satisfy business application requirements.

Developing computer services project tasks and time estimates.


Managing and/or delegating the activities of all customer support programs.

Providing direct support to IT Staff in support of all customers.


Trouble shooting and problem solving in the area of application software
.

EDUCATION AND/OR EXPERIENCE:

Bachelor’s degree or equivalent from an accredited college or university with major course work in management of information systems or a related field.

A minimum of fifteen years of experience in the management of an Information Technology organization, ten years of which must include experience with Enterprise Network Design and execution.
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EDUCATION AND/OR EXPERIENCE: (cont.)

Experience in the operation, management and long range (strategic and tactical) planning of a local government cooperative regional Information Technology services organization is highly desirable.

Experience with local government budgeting and political processes is desirable.

Experience with the development, implementation and operation of Assessment, Taxation, Elections, Land Use Planning, Public Works, Criminal Justice (courts, prosecution, investigations, and enforcement), Accounting and Budgetary systems is essential, preferably with Oregon Counties.

Experience with the automation of cities, schools and other public agencies is highly desirable.

Familiarity with Firewalls, Network Security Best Practices, system administrative tasks with a variety of UNIX and UNIX-like operating systems in addition to Microsoft Windows, Microsoft Active Directory, Relational Data Base structures and their application is essential.

Any satisfactory equivalent combination of experience and training that will demonstrate the required knowledge and abilities may be substituted for the specific educational requirements.

Recent experience with SQL is highly desirable.

Reasonable accommodations may be made to enable individuals with disabilities to perform these essential functions.

